Checkpoint E87.20 VPN Client Install
for macOS (10.14, 10.15, 11 and 12)

1. Download VPN Client
a. Open Browser and navigate to the following link:
b. https://support.checkpoint.com/results/download/126188 - E87.00 Endpoint

Remote Access VPN Clients for macOS - Disc Image (DMG)

. .
c. Click on the DOWNLOAD Box
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Support Center / Search Results / Download Details

Search questions, keywords or topics you need information about.

Download Details

E87.00 Endpoint Remote Access VPN Clients for mac0S - Disc Image (DMG)

Product
Endpoint Security Client

Version

E87

os
mac0S 10.15, mac0S 11, mac0S 12, mac0S 13

File Name
Endpoint_Security VPN.dmg

By
:
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Size Date Published
25.9 MB 2022-12-14

If prompted to allow downloads on “support.checkpoint.com”, click
ALLOW.

h

Do you want to allow downloads on
“support.checkpoint.com”?

You can change which websites can download files in the
Websites section of Safari Settings.

Cancel Allow

The file will download to your browser’s download folder

1. e.g. Safari Browser

2.

2. Install the Downloaded File
a. Click on the download icon, and then double click the downloaded file:

-




Downloads

Endpoint_Security_VPN-2.dmg
27.2 MB o

i. ©
b. A new Checkpoint installation wi
{ @

ndow will open:
B Endpoint Security VPN

® CHECK POINT
w Endpoint Security

Endpoint_Security_VPN.
pkg

Uninstaller

i- L
c. Double click the Endpoint_Security VPN.pkg icon
d. The installer will open, possibly followed by a Security Warning:

This package will run a program
to determine if the software can
be installed.

To keep your computer secure, you
should only run programs or install
software from a trusted source. If you're
not sure about this software's source,
click Cancel to stop the program and the
installation.

Cancel Allow



e. Click Allow to continue.

#® |nstall Endpoint Security VPN

Welcome to the Endpoint Security VPN Installer

You will be guided through the steps necessary to install this

Introduction
software.

Continue

i
f. Click continue to proceed
g. Read and Accept the license agreement by clicking Agree:

To continue installing the software you must agree to the terms of the
software license agreement.

Click Agree to continue or click Disagree to cancel the installation and quit
the Installer.

Read License Disagree Agree

i
h. Uncheck the FIREWALL Option, and click Continue:



#® |nstall Endpoint Security VPN

Custom Install on “Macintosh HD"

Package Name Action
Introduction
Install
License Firewall
Destination Select

Installation Type

Space Required: 73.5 MB Remaining: 31.51 GB

Installs the Check Point Firewall module.

Go Back Continue

i
Click Install to proceed with the installation.
g #® |nstall Endpoint Security VPN

Standard Install on "Macintosh HD"

ViR T This will take 73.5 MB of space on your computer.
License Click Install to perform a standard installation of this software
DestinationiSalect on the disk "Macintosh HD".

Installation Type

Change Install Location...

Go Back Install
i
Authorize the install to the system by entering the Administrative password or
Touch ID.



@

Installer

Installer is trying to install new software.

Touch ID or enter your password to
allow this.

Use Password...

Cancel

i
k. A new background program will appear in the menu bar at the top:
B = O «4) 2 @@ T ® Q 8 ® MonMay22 11:28 AM

i
[. A notification should appear for your information. This can be noted and closed.

Background Items Added
Software from “Check Point Software
Technologies" added items that can run in
the background. You can manage this in
) Login Items Settings.
i.
m. A final window confirming successful installation will appear:
#® |nstall Endpoint Security VPN

The installation was completed successfully.

Introduction
License
Destination Select
Installation Type

Installation

The installation was successful.

Summary
The software was installed.

i
n. Click Close to finalize the installation.
0. Aninquiry window will open, asking if you want to keep the installer or Move it

to Trash; this is personal preference choice.



Do you want to move the
"Endpoint Security VPN"
Installer to the Trash?

To keep this package and disk image in
its current location, click Keep.

Keep Move to Trash

3. Configuration of the VPN:

a. After the installer finishes, a new window will prompt for a site configuration:
r N

P | No site is configured. Would you like to
= / configure a new site?

-
No Yes

[ v
b. Click Yes, to open the site configuration wizard




® Site Wizard

Welcome to the Site Wizard

The wizard will guide you through the
configuration of a new site for the VPN
client.

Next Cancel Help

[
c. Click next to proceed
d. Enter the following information into the input boxes:

i. Server address or Name: remoteaccess.slocounty.ca.gov

ii. Check the box for Display name, and enter: Checkpoint Remote Access

VPN
@ : ;
[ Site Wizard
Welcome to the Site Wizard ey
itei f
A site is your gateway to network resources. "“d

To continue, fill in the required information and click next.

Server address or Name: remoteaccess.slocounty.ca.gov
Display name: Checkpoint Remote Access VPN
Next Cancel Help

i, b

e. Click Next to proceed. A new configuration will appear.



) Site Wizard

Connecting... —lt
?
—

Please wait while creating the new site.

This may take several minutes, depending on the speed of your
network connection.

Cancel Help

i. b
f. After the site is configured, a prompt for the Multifactor Authentication will
appear:

@ Site Wizard

1

Login Option Selection £
Select your login sequence choice from the options set by » 1
your administrator -._.‘J

Please select your preferred login option from the following list

San Luis Obispo County Azure MFA (Defaa

Back Next Cancel Help

i
g. Leave the default selection (San Luis Obispo County Azure MFA) unless directed
otherwise by your departmental IT staff.
h. Click Next, and a “Site Created Successfully” window will appear.
i. Click Finish to close this window.



& Site Wizard

Site created successfully

Finish Help
i e y
j. At the conclusion of the new site configuration wizard, a connection prompt will
appear, asking if you want to test the connection.

[

P | Would you like to connect?

)

'a)

i
k. Click yes, if appropriate to test, or click no, and test from a non-county location
at a later time.
4. Connecting to the VPN
a. If the VPN Client is not running, start the program from Finder: Applications/

Endpoint Security VPN
b. Click on the Endpoint Security VPN icon on the menu bar , and select
Connect.

i. NOTE: The first time that you log in from a new system, a certificate
warning should appear, indicating that the certificate is not trusted. This
is a temporary issue that will be resolved soon. For now, please accept
the certificate by clicking TRUST AND CONTINUE.




® OO0 Check Point Mobile

i@ Endpoint Security: f& Check Point

BOFTWARE TECHHOLOGES LTD.

v The site's security certificate is not trusted!

While verifying the site's certificate, possible security risks were discovered.
Press 'Details' for more information.

Details

Check Point Mobile is connecting to site:

remoteaccess.slocounty.ca.gov

Which has the following fingerprint:
HUE NOEL THEE JOVE TECH LEND MORN SAW SKID DAME DAN EARL

We strongly recommend that you contact your system administrator about
these issues. By clicking "Trust and Continue”, you confirm that you are
aware of the risks and agree to continue.

Trust and Continue Cancel
A 4

c. A window will appear requesting the VPN server to connect to (which was
created earlier) which should say Checkpoint VPN Remote, click Connect to
continue.

i
d. Asthe

® 0O Check Point Mobile

ﬁ Endpoint Security- | Check Point

BOFTWARE TECHHOLOGES LT,

Site: Checkpoint VPN Remote

Authentication

Authentication Using an Identity Provider

Cancel Help
elected Login Option: San Luis Obispo County Azure MFA Change Login Option Settings

process of connection proceeds, a status window will briefly appear,

culminating in “Connection succeeded”:



@ Connected to Checkpoint VPN Remote

Connection succeeded

Disconnect Close << Details

Checking if a client update is available
Connecting to site

internal error

Downloading topology

Loading compliance verification policy
Loading virtual network adapter
Connection succeeded

i. L
5. MFA Authorization
a. After your device connects to the VPN Server, a browser window (most likely a

Safari session) will be created for you to log in with your username, password,
and MFA Token that will need to be input:

@ login.microsoftonline.com

Sign in

someone@example.com

Can't access your account?

% Sign-in options

i Terms of use  Privacy & cookies




& login.microsoftonline.com

& jprichard@co.slo.ca.us

Enter password

Password

Forgot my password

Terms of use  Privacy & cookies

& login.microsoftonline.com

jprichard@co.slo.ca.us
Enter code

[z Enter the code displayed in the authenticator
app on your mobile device

Code

More information

iii. Terms of use  Privacy & cookies
After successful login, a prompt to Stay signed in? will appear in the browswer

window. Click Yes and the window will close.



@ login.microsoftonline.com

=

jprichard@co.slo.ca.us

Stay signed in?

Do this to reduce the number of times you are
asked to sign in.

Don't show this again

i. Terms of use  Privacy & cookies
c. After successful login and authentication, a Checkpoint splash screen will appear
briefly, and then move into the background.
6. Successfully Connected VPN Session
a. A currently authenticated VPN session will be indicated by the Checkpoint VPN
Client Icon on the Menu Bar showing a green circle:

i

b. Confirmation of a currently successful VPN connection can be observed by
clicking the VPN Client, and selecting Show Client:

Connect to...
VPN Options

Help

Show Client
Shutdown Client



L X Mo Check Point Mobile

ﬁ Endpoint Security® &} Check Point’

BOFWANE TECHNOLOGES LTD.

VPN

View—————1 Active site is Checkpoint Remote Access VPI\ Cannected

Status

VPN

Tools

Disconnect




