Email Encryption

How to send encrypted emails
1. Place a # tag at the beginning of the subject line.

Send  SendandFile.. SaveasDrat DeliveryOptions.. [= v @ Display» Morev

Subject [#<your subject here>

Subject of message

2. Enter externail email adresses (internal County emails will not be encrypted). External emails have @ symbol in them.
3. Send the email.
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Receiving an encrypted email
1. Click (or double click) the securedoc.html attachment.
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2. In this web page, my email account was not recognized by the encryption tool so it issued a message that | need to register.
Select the “To” email account from the dropdown box and click the Open button.
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Reasons you may be seeing this text:

1. You are seeing this text in your preview pane. Please open the attachment to read your secure message.
2. You have opened the attachment and

a vou do not yet have an account. Please select your email address and click the Open button to create an account.
b. vou have an account. Once the Open button appears, enter your password and click Open.

If the Open button does not appear, please forward the original email to: mobile(Zres.cisco.com

Preparing envelope:
|

Finished preparing envelope, continue belo,
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CIsco

From: eclerkin@co slo.caus

To: ed clerkin@gmail.com Personal Security Phrase

L 5 . Your personal phrase is
Subject: Testing the forced encryption module ot anabled on this
Password:

computer.
Forgot password? More info

This page may take a minute to load. Please wait for

the Open button to appear to open this message. ane

My address is not listed
Submit your password above to open your message online_

Cisco Registered Envelope Service edy

© 2000-2009 Cisco Systems Inc. All rights reserved.

Done €D Internet H100% <
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Since you are not registered, click on the hyperlink to register the selected email account.
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YOU ARE NOT REGISTERED

To open this message, you must first register and create a password. To register, click on the link
below or copy and paste it into your browser.

https://res.cisco.com/websafe/register?uuid=fe44c71b000001256f3b0332c0a86e8ch96ach25

Cisco Registered Envelope Service

About Terms of Service Privacy Policy Copyright @ 2001-2009 Cisco Systems, Inc. All rights reserved.

Done
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4. Fill-in the required information and then click the Register button.
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I NEW USER REGISTRATION

* = required field
Enter Personal Information
Email Address ed.clerkin@gmail.com

The langusge setting will be stored for futurs login

Language and email natifications.

First Name*

Last Name™®
Create a Password
Enter @ minimum of & characters or numbers.

Passwords are cass-sensitive. Your password must
cantain both lettsrs and numbers.

Password®

Confirm Password®

Enter @ short phrase that only you will know. This
ersanal Bairity Phisss* phrase will appear on message envelopes when
L | youlogin. When you sse your phrese, you know
you are logging in to our secure site. More info
Enable my Persenal Security Phrase.

Select 3 Security Questions
You will be asked these questions in the future if you forget your password.

Question 1* ‘Se[ecta question...

Answer 1%
Confirm Answer 1%

Question 2* ‘Selectaquestion...
]
Confirm Answer 27

Question 3* ‘ Select a question. .

Answer 3%
Confirm Answer 3* ‘

Answer 2%

Cisco Registered Envelope Service =
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5. You should then see this web page after successful Registration.
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NEW USER REGISTRATION

Thanks! You've created a Cisco Registered Envelope
Service account. To complete your registration,
please activate your account.

How to Activate Your Account

Check Your Email
You will soon receive an email message at:

ed.clerkin@gmail.com. Follow the instructions in the
email to activate your account.

To exit this page, close your browser window.

Cisco Registered Envelope Service

About Terms of Service Privacy Policy Copyright © 2001-2009 Cisco Systems, Inc. All rights reserved.

Done | @ Internet L R v
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Go to your inbox for your external email account and open the CRES email for activating your new account. Once you click the
hyperlink to activate your account, you will see this web page:
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EMAIL ADDRESS CONFIRMED

You have activated the account for
ed.clerkin@gmail.com. Registration for this email
address is now complete. To exit this page, close
your browser window. After exiting this page, return

to your Registered Envelope and enter your
password to open it.

Done

Cisco Registered Envelope Service

About Terms of Service

Erivacy Policy Copyright @ 2001-2009 Cisco Systems, Inc. All rights reserved.
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