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District Attorney Case Management System


Appendix A-10 – System Technical Requirements
	Item
	Priority

(High,

Med,

Low)
	Title
	Description

	10-1
	
	
	Technical Requirements

	10-1.1
	
	High
	Platform certifications
	The system must be certified on Windows Server 2008 R2 64-bit, and Structured Query Language (SQL) Server 2008 R2 64-bit platforms. The system must be compatible with Microsoft Internet Information Services v7.5.

	Vendor Response:

Vendor Description:

	10-1.2
	
	High
	Web Services requirements
	Provided via HTTPS, HTTP and XML

	Vendor Response:

Vendor Description:

	10-1.3
	
	High
	Desktop computer requirements
	Windows XP SP3 and Windows 7 Professional SP1

	Vendor Response:

Vendor Description:

	10-1.4
	
	High
	Desktop Applications
	System should provide interface with Microsoft Office Suite (2003\2007\2010 both 32 bit and 64 bit) applications (Access, Excel, Word, and PowerPoint).

	Vendor Response:

Vendor Description:

	10-1.5
	
	High
	Internet Browsers
	The software supplied must be compatible with Internet Explorer (7 or higher), Firefox (3.6 or higher), and Safari (5 or higher)

	Vendor Response:

Vendor Description:

	10-1.6
	
	High
	Windows Application
	If the software is a Windows desktop application, the system must be able to run in a Windows 7 32-bit and Windows 7 64-bit computing environment with a mouse-aware, graphical user interface.  Ability to upgrade to 64-bit version of the Windows application when the desktops are able is desired.

	10-1.7
	
	High
	Relational Database Management System (RDBMS)
	Data must be stored in a modern relational database management system (RDBMS) that is compliant with the American National Standards Institute (ANSI); this guarantees data integrity through a transaction commit/rollback recovery scheme and can be accessed via structured query language (SQL) commands.  Microsoft SQL Server is preferred, since this is the County's adopted database standard. 

	Vendor Response:

Vendor Description:

	10-1.8
	
	High
	ODBC Interface
	The system's data shall be accessible via a Windows XP and Windows 7 compatible  Open Data Base Compliant (ODBC) driver or other method that allows data access from web services, C#, Visual Basic, etc.

	Vendor Response:

Vendor Description:

	10-1.9
	
	High
	Operating System and Utilities Updates
	System should have regularly scheduled updates of operating system and utilities at a minimum of once a year. 

	Vendor Response:

Vendor Description:

	10-1.10
	
	High
	Server landscape: Development, Quality Assurance and Production layers
	The DA Case Management System must run and be supported on virtual servers using VM Ware ESXi version 5 or higher. 

The following environments must also be supported:

Development (DEV) Layer:  This is the layer where all projects are initiated, developed and unit tested; all Commercial Off-the Shelf software is installed and subsequently unit-tested, interfaced and initial integration testing (unit testing) takes place on the Dev server.

Quality Assurance (QA or Staging) Layer:  This layer is primarily used for integration and customer acceptance testing of changes developed/tested in the DEV layer, but prior to promotion and integration with the PRD Layer.

Production Layer (PRD):  Production business activity only.  Once the system goes live, the functioning system runs on the Production server.  The Dev and QA servers will remain to support all the integration software (Data exchanges shall require the Dev and QA environments remain to continue to maintain and support the interfaces). 



	Vendor Response:

Vendor Description:

	10-11
	
	High
	Concurrent Users
	Allow for various levels of user access according to locally defined business rules and security; the system must allow for multiple authoring (concurrency). The system must scale to 120 or more simultaneous users.

	Vendor Response:

Vendor Description:

	10-12
	
	High
	Scalability
	Scalable to provide support for approximately 150 total users with approximately 120 concurrent users and support for a system growth of 10 percent annually for a minimum of five years.

	Vendor Response:

Vendor Description:

	10-13
	
	High
	Warning – reaching maximum capacity
	System should warn or alert the system administrator if the number of concurrent users reaches 95% or more (near maximum capacity).

	Vendor Response:

Vendor Description:

	10-14
	
	High
	System Availability 
	Vendor must plan for and schedule system maintenance during non-working hours.  Primary working hours are Monday through Friday from 7:00 am until 6 pm.  The attorneys and investigators do work weekends occasionally, so coordinating and communicating scheduled downtime must be arranged in advance.
The system must be available during standard working hours unless an agreement has been reached with the District Attorney's Office. 
The system must be capable of recovering gracefully from outages, including the ability to minimize loss of data entry occurring at the time of the outage.

The system should protect configuration or other software-sensitive information from being displayed when a system failure occurs.

	Vendor Response:

Vendor Description:

	10-15
	
	High
	Disk Sizing
	Vendor must identify disk storage requirements for this application. 

	Vendor Response:

Vendor Description:

	10-16
	
	High
	E-mail compatibility
	Must be able to interface with IBM Lotus Notes.  Email must follow SMTP (Simple Mail Transfer Protocol) standards.    

	Vendor Response:

Vendor Description:

	10-17
	
	High
	Documentation
	Provide complete documentation for system installation; system administration; daily, monthly, yearly and other system operating cycles; processes involving multiple functions, such as setting up a new case; and all individual system functions.

	Vendor Response:

Vendor Description:

	10-18
	
	High
	Application Updates
	The Vendor must provide application updates and coordinate and comply with County testing to insure a smooth upgrade with minimum disruption of service to the justice partners. 

It is expected that vendor upgrades will occur once a year and no more than three (3) times a year.  (This excludes emergencies needed to maintain a working application.)



	Vendor Response:

Vendor Description:

	10-19
	
	High
	Windows OS security updates/patches
	If the application is hosted on a vendor maintained server, then the vendor is responsible for applying quarterly OS security updates and patches.  Server maintenance must be scheduled during non-business hours, unless pre-arranged with the District Attorney’s Office.

	Vendor Response:

Vendor Description:


	10-2
	
	
	System Security

	10-2.1
	
	High
	Security Measures
	Adopts industry standard security measures, including protection against Cross-Site Scripting (XSS), Structured Query Language (SQL) injection, and directory traversal attacks.

	Vendor Response:

Vendor Description:

	10-2.2
	
	High
	Prevent Electronic Signature Adulteration 
	Insure that reports generated, transferred, and signed electronically cannot be altered after they have been deemed completed according to locally defined business rules. 

	Vendor Response:

Vendor Description:

	10-2.3
	
	High
	Role-Based Security
	Security must be implemented at both individual and group levels (role based security).

User authentication must use Microsoft's Active Directory utilizing standard LDAP protocol.  The system must support groups within groups (nested groups).

	Vendor Response:

Vendor Description:

	10-2.4
	
	High
	Security Access Rights
	Allow multi-level security access rights, configurable to the individual user as determined by the system administrator. Rights should be configurable to assignment, function, or unit (certain privileges granted to certain individuals depending on job function or need-to-know).  Rights should read from Active Directory groups (with named users or nested groups), no local groups within the application. 

	Vendor Response:

Vendor Description:

	10-2.5
	
	High
	User Updates
	Protect against user ability to update data tables directly, restricting authority to system administrator. Users should be able to update data using application screens and edits. System should prevent loss of information from simultaneous updating. 

	Vendor Response:

Vendor Description:

	10-2.6
	
	High
	Encryption
	Allow for the use of SSL encryption technology when transmitting or exchanging data including user authentication via a desktop application or web based application.

	Vendor Response:

Vendor Description:

	10-2.7
	
	High
	Defensive Coding
	Allow for the use of defensive coding to prevent intentional or accidental entry of invalid data. These should include techniques as sanitizing input data, applying edits to prevent buffer overflows and entry of special characters sometimes used by hackers, applying data edits at both the form level and server level, to prevent intentional or accidental altering of data, etc. 

	Vendor Response:

Vendor Description:

	10-2.8
	
	High
	Vendor Security Vulnerabilities Knowledge
	The vendor should be knowledgeable of all known security vulnerabilities and resolutions for the operating system and system utilities proposed.  The application and file structure should incorporate the recommended vulnerability resolution within its design whenever secure application/file structure design is the only known vulnerability resolution.

	Vendor Response:

Vendor Description:

	10-3
	
	
	Vendor Support/Policies

	10-3.1
	
	High
	County Use and Security Policies
	Vendor must abide by County standard acceptable use policy and security policies when connected to the County network. 

	Vendor Response:

Vendor Description:

	10-3.2
	
	High
	IT Staff Needs
	Vendor must identify County IT staffing needs, required skill set, and time commitments for product implementation and on-going support.

	Vendor Response:

Vendor Description:

	10-3.3
	
	High
	Department Staff Needs
	Vendor must identify County staffing needs by department, required skill set, and time commitments for product implementation.

	Vendor Response:

Vendor Description:

	10-3.4
	
	High
	Updates
	Support must include a plan and commitments for updates to keep software current with new OS releases and server upgrades as well as able to meet new state and federal laws and mandates.  This includes new laws and maintaining the Uniform Crime Charging file and California mandated reporting requirements.

	Vendor Response:

Vendor Description:

	10-3.5
	
	High
	PDF Manuals
	System must provide online manuals in PDF format that are indexed and searchable.

	Vendor Response:

Vendor Description:

	10-3.6
	
	High
	Help Content Selection
	The system must provide a context sensitive help selection that can be accessed from any screen that displays help related to the screen in use.

	Vendor Response:

Vendor Description:

	10-3.7
	
	High
	User's Manual
	The software must include a comprehensive user’s manual documenting all operations of the software.  Manuals must include sample reports, screen illustrations, and instructions, and provide step-by-step training to teach non-technical operations and administrative personnel to operate the software.

	Vendor Response:

Vendor Description:

	10-3.8
	
	High
	User Groups/Meetings
	It is strongly suggested that vendors have user group meetings in the California area for customers.  These meetings should occur at least on an annual basis.  The California users group shall assist with establishing enhancement priorities and escalating any maintenance items (bugs), if needed.

	Vendor Response:

Vendor Description:

	10-3.9
	
	High
	Training
	Contractor must provide on-site training to staff and provide a training environment for users to gain experience.   Training materials and documents must also be provided.

A training plan must be provided and allow for a ‘train the trainer’ approach.   

	Vendor Response:

Vendor Description:

	10-3.10
	
	High
	Technical Documentation
	Technical documentation must be provided for IT support staff and desktop support staff.  The IT staff is responsible for local desktop, network, hardware support, software and integrations support.  

Examples of some of the duties performed by the IT support staff are: create additional local reports, perform advanced analytical calculations, conduct evaluation studies and data analysis, and maintain desktop and enterprise wide software. 

	Vendor Response:

Vendor Description:


