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KEEP THIS CARD AS A REFERENCE

The County’s Information Security
Program documents and policies are
located on the Intranet at:

MySLO>Employee Information>Information Security Program

October 2011

MOBILE COMPUTING ASSETS

Laptops, Tablets, PDAs, SmartPhones an
other small computing devices,
including flash/thumb drives, present
potential for information

°§Q:°o
disclosure. NSRS

Here are some guidelines for safely using mobile

computers and other small devices:

* The logon to your laptop, Tablet, PDA,
SmartPhone, or flash drive should be protected
with a strong password, and sensitive data stored
on these devices should be encrypted.

* Take measures to prevent anyone from view-
ing information displayed on the screen.

* Always keep your laptop, Tablet, PDA, Smart-
Phone or flash drive under your control to prevent
theft.

* Follow the instructions provided to you by your
department to ensure you are using Mobile
devices in a safe and secure manner.

NON-COMPUTER DEVICES

County information can reside in places other
than on your desktop PC. It is also important
for you to handle these other sources of
information properly.

Printers. When printing sensitive information,
make sure the printer is in a secure area. Pick
up your print-outs promptly.

Paper. Do not leave any paperwork containing
sensitive information unattended and in sight.
All papers that contain sensitive information
must be disposed of by shredding or other
means.

Multi-Function Devices. The County has an
increasing number of these (printer/copier/
scanner/FAX) devices connected to the network
for convenience. These units often come with
semi-permanent storage, which means that
documents printed, copied, scanned or FAX'd
may be stored internally on a disk and should
be protected from casual viewing.

PHYSICAL SECURITY
You have an important role to play in
controlling physical access to County
computers.

* Maintain control of your employee ID, keys
and fob.

* Report lost ID cards, keys and fobs to your
manager.

* Follow your department’s rules regarding
protecting and destroying media, such as
CDs, DVDs, hard drives and paper reports.

* Make sure no one else can see sensitive
information on your screen. “Lock” your
screen when you will be gone for a
period of time.

COUNTY IT SECURITY POLICIES

* Acceptable Use Policy (requires annual
employee acknowledgement)

* Awareness, Training and Education Policy

* Computer Forensics Policy

* Hard Copy and Multi-Function Device Security

* Incident Response Policy

* |T Business Continuity Planning Policy

* |T Workforce Security Policy

* Master Security Policy

* Mobile Computing Asset Encryption Policy

* Mobile Computing Asset Policy

* Password and Authentication Policy

* Patch Management Policy

* Physical Security Policy

* Privacy and Confidentiality Policy

* Remote Access Policy

* Security Lifecycle and Audit Policy .

* Third Party IT Service Organizations Policy

* Virus Protection Policy



"uonedny|
Ul ale 1ey) sianew Jo sianew [ebs| 01 parejal
se palnuapl sabessaw a1ajap ABuimouy 1ou 0q

‘pealds
aJe sasnlIA Jaindwod Auew moy si SIY} 9dUIS
‘sjuswiyoene |rew-3 Buiuado usym uonned asn «

("0082X) ysaq 891n8S 1] J0 Jabeuew InoA
10BIUO0D ‘[ensnuN SWaas Jey] [lew-3J aAld2al NoA )| «

‘aleAud LON S! [rew-3 Tey) Jaquiaway

‘rew-3
papinoid Aunod InoA Buisn uaym Aldde rey; ssjni
[e10ads awos aJte a1ayl "qol JnoA ul asn noA reyl
s|00} Juenodwi 1sow ay) jo auo sdeysad si jrew-3

TNVIN-3

‘|re1ap aJow Jo} Ad1jod uoneanuayiny pue
plomssed welbold AN2aS uonewlolu| ay) 89S

'solawnu Buippe ‘uoissaidxa 1o apn Buos
B Ul pJom yoes Jo Jans| 1siiy ay) jo dn spew
piomssed e Ajjenuassa ‘aselyd-ssed e JapIsuod

‘piomssed INoA areys 10 UMOP SLUM JIBASN

‘piomssed InoA se ‘Areuondlp piepuels e
Ul puNo} 8¢ UBd Jeyl SPIOM J0 uonewloul feuosiad
13y10 Jo ‘arepyuiq 1o aweu INoA Buisn pIOAY

"1910818YD 9SBI JOMO| U0
pue Jaddn auo ‘OlIBWINU U0 UrRIUOI pue ‘Buo)
slajorleyd XIS 1ses| 1e ag p|noys Splomssed

'sj@sse Bunndwod AlJuno) 0] ssadoe
paziloyineun Bunuaaid ul ainseaw AIN2as
[e211110 & aJe splomssed ‘plomssed pue | Jasn
pifen e aney 01 Jasn Alans salinbal Ajunod ayL

SA4OMSSVd

‘|rerap a1ow 10y Ad1j0d
asN 9|qeidanay welbold A11IN2aS uonewlou| ayl 99s

'8Ua2sgo 8 0} SpJepuels
Alunwwod Ag pawaap sabewl uaijdxa Ajjenxas
10 (Aydesbouiod pjiyo Buipnjour) Jaew ebaj Auy «

‘Buiiquieb Jo Buiweb aul-uo ul Bunedidnied

‘lenpiaipul Jo dnoib Aue premol

Buiueawsap 10 Buisseley paiapisuod aq

Aew 1ey) reusrew Bunioljos Jo Buipeojumop
‘Bunuud ‘Bumiwsuel) ‘Buneald ‘Buissaddy

‘suone|nbal
Bunuawsajdwi siay) pue saioljod AJuno) 1o
SMe| [e20] ‘arels 'S N sarejoin yoiym asodind Auy

:sasodind Buimojjo) ays jo Aue

1o} pasn aq ] ON Aew ssadoe
joulau] "Aunnias agnd pueisyim
ISNW 18UJIdlU| 8y} uo op noA Buiyihuy

3SN 1INA3LNI

‘'sjuswaalbe Buisual|
JO uone|oIA Ul aremyos Adogyjeisul 10u 0g «

"MIA 0}
paziloyine 10U aJe NoA uonewlojul Ssadde
0] pasn ag jou Aew siaindwod AJuno)

"auoAue 0} [eLarew Hulueaw
-ap Jo Buisserey premio) Jo ‘puss ‘aleald
01 pasn aq jou Aew siaindwod Auno)

‘1joud reuosiad umo InoA 1oy ssauisng
1oNpu0o3 0} siaindwod AJuno) asn 10U 0q «

‘gol 1noA yum
101JU09 J0 ssauisng Awuno) 1oedwi 0} JoU Se 0S
sJ2Indwod Aluno) Jo asn feuosiad Wi

jlunodoe Jaindwod JnoA ul sInd20

1Yl AuAnoe Aue Joj 9|qisuodsal ale nOA '19NpU0d
a|qe1dadde 1o} sprepuels Buimojjos pue Bulpuels
-Japun yum uels saonoeid 1aindwod pooo

SH31NdINOD 40 3SN 1VvIIH13

'S@AQ@/sad pue sjuswnoop Jaded
SapN|oul SIYL ‘PSSO|ISIP 10U S| Uoiew.ojul
1Ry} os Apadoud eipaw |e jo asodsiq «

‘pealds ase
SasnUIA Jaindwod Jey) Aem auo Si siy} ‘sjuaw
-yoene |rew-3 Buluado uaym uonned asn «

"9S|8@ auoawos 03 plomssed Jo @) 4asn InoA Jo
2Ins0o|asIp Juanaid 01 uonnedald Alans axel «

‘spiomssed Buibeuew
% Bunos|as 10} spiepuels AlJUN0D MOJ|04 «

"SanIAnoe
[nyme(un Joy Jaindwod AJuno) e asn JaNaN

S1INIOd AIX ALIHNO3S 11

‘PaAISS ||am 3(q

[IIM SUSZIID S1I pue AJUN0D 3yl ‘UMO INoA
alom Aayl JI se sjasse Bunndwod Ajuno)d
1ean [Im noA §| "s1asse Bunndwod
Auno) Bunosoud Jo yoeoidde asuas
uowiwod e 0] parejal ase weiboid ayy

10 sjusuodwod [e21UYI3)-UoU 3] JO ISON
‘welboud siyy Jo wsuodwod Asy pue
[eIIA B S| SSaualteme A11INJaS uoirew.ou|
‘sjuawiredap Auno) |re sianod weibold
A11IN23s uonewou] apIMAIUN0D ayL

1314004
SIHL
1Noav




	Security Awareness October 2011.vsd
	Page-1
	Page-2


