
 

INFORMATION 

SECURITY AWARENESS

COUNTY OF

 SAN LUIS OBISPO

 

KEEP THIS CARD AS A REFERENCE

The County’s Information Security 

Program documents and policies are 

located on the Intranet at: 

 MOBILE COMPUTING ASSETS

 

Here are some guidelines for safely using mobile 

computers and other small devices:

*   The logon to your laptop, Tablet, PDA, 

     SmartPhone, or flash drive should be protected

     with a strong password, and sensitive data stored

     on these devices should be encrypted. 

*   Take measures to prevent anyone from view- 

     ing information displayed on the screen.

*   Always keep your laptop, Tablet, PDA, Smart-

    Phone or flash drive under your control to prevent

    theft.

*   Follow the instructions provided to you by your 

    department to ensure you are using Mobile

    devices in a safe and secure manner.

 

Laptops, Tablets, PDAs, SmartPhones and

other small computing devices, 

including flash/thumb drives, present

potential for information 

disclosure.

PHYSICAL SECURITY
You have an important role to play in 

controlling physical access to County 

computers.

*   Maintain control of your employee ID, keys 

     and fob.

*   Report lost ID cards, keys and fobs to your

     manager.

*   Follow your department’s rules regarding

    protecting and destroying media, such as

    CDs, DVDs, hard drives and paper reports.

*   Make sure no one else can see sensitive 

     information on your screen.  “Lock” your

     screen when you will be gone for a

     period of time.

NON-COMPUTER DEVICES

County information can reside in places other 

than on your desktop PC.  It is also important 

for you to handle these other sources of 

information properly.

Printers.  When printing sensitive information, 

make sure the printer is in a secure area.  Pick 

up your print-outs promptly.

Paper.  Do not leave any paperwork containing 

sensitive information unattended and in sight.  

All papers that contain sensitive information 

must be disposed of by shredding or other 

means.

Multi-Function Devices.  The County has an 

increasing number of these (printer/copier/

scanner/FAX) devices connected to the network 

for convenience.  These units often come with 

semi-permanent storage, which means that 

documents printed, copied, scanned or FAX’d 

may be stored internally on a disk and should 

be protected from casual viewing.

COUNTY IT SECURITY POLICIES

* Acceptable Use Policy  (requires annual 

employee acknowledgement)

* Awareness, Training and Education Policy

* Computer Forensics Policy

* Hard Copy and Multi-Function Device Security

* Incident Response Policy

* IT Business Continuity Planning Policy

* IT Workforce Security Policy

* Master Security Policy

* Mobile Computing Asset Encryption Policy

* Mobile Computing Asset Policy

* Password and Authentication Policy

* Patch Management Policy

* Physical Security Policy

* Privacy and Confidentiality Policy

* Remote Access Policy

* Security Lifecycle and Audit Policy

* Third Party IT Service Organizations Policy

* Virus Protection Policy
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