


 

INFORMATION 

SECURITY AWARENESS

COUNTY OF

 SAN LUIS OBISPO

 

KEEP THIS CARD AS A REFERENCE

The County’s Information Security 

Program documents and policies are 

located on the Intranet at: 

 MOBILE COMPUTING ASSETS

 

Here are some guidelines for safely using mobile 

computers and other small devices:

*   The logon to your laptop, Tablet, PDA, 

     SmartPhone, or flash drive should be protected

     with a strong password, and sensitive data stored

     on these devices should be encrypted. 

*   Take measures to prevent anyone from view- 

     ing information displayed on the screen.

*   Always keep your laptop, Tablet, PDA, Smart-

    Phone or flash drive under your control to prevent

    theft.

*   Follow the instructions provided to you by your 

    department to ensure you are using Mobile

    devices in a safe and secure manner.

 

Laptops, Tablets, PDAs, SmartPhones and

other small computing devices, 

including flash/thumb drives, present

potential for information 

disclosure.

PHYSICAL SECURITY
You have an important role to play in 

controlling physical access to County 

computers.

*   Maintain control of your employee ID, keys 

     and fob.

*   Report lost ID cards, keys and fobs to your

     manager.

*   Follow your department’s rules regarding

    protecting and destroying media, such as

    CDs, DVDs, hard drives and paper reports.

*   Make sure no one else can see sensitive 

     information on your screen.  “Lock” your

     screen when you will be gone for a

     period of time.

NON-COMPUTER DEVICES

County information can reside in places other 

than on your desktop PC.  It is also important 

for you to handle these other sources of 

information properly.

Printers.  When printing sensitive information, 

make sure the printer is in a secure area.  Pick 

up your print-outs promptly.

Paper.  Do not leave any paperwork containing 

sensitive information unattended and in sight.  

All papers that contain sensitive information 

must be disposed of by shredding or other 

means.

Multi-Function Devices.  The County has an 

increasing number of these (printer/copier/

scanner/FAX) devices connected to the network 

for convenience.  These units often come with 

semi-permanent storage, which means that 

documents printed, copied, scanned or FAX’d 

may be stored internally on a disk and should 

be protected from casual viewing.

COUNTY IT SECURITY POLICIES

* Acceptable Use Policy  (requires annual 

employee acknowledgement)

* Awareness, Training and Education Policy

* Computer Forensics Policy

* Hard Copy and Multi-Function Device Security

* Incident Response Policy

* IT Business Continuity Planning Policy

* IT Workforce Security Policy

* Master Security Policy

* Mobile Computing Asset Encryption Policy

* Mobile Computing Asset Policy

* Password and Authentication Policy

* Patch Management Policy

* Physical Security Policy

* Privacy and Confidentiality Policy

* Remote Access Policy

* Security Lifecycle and Audit Policy

* Third Party IT Service Organizations Policy

* Virus Protection Policy
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The Countywide Information Security 

Program covers all County departments.  

Information security awareness is a vital 

and key component of this program.  

Most of the non-technical components of 

the program are related to a common 

sense approach of protecting County 

computing assets.  If you will treat 

County computing assets as if they were 

your own, the County and its citizens will 

be well served.

ABOUT

THIS

          BOOKLET

IT SECURITY KEY POINTS

*  Never use a County computer for unlawful 

   activities.

*  Follow County standards for selecting &

    managing passwords.

*  Take every precaution to prevent disclosure 

    of your user ID or password to someone else.

*  Use caution when opening E-mail attach-

   ments; this is one way that computer viruses 

   are spread.

*  Dispose of all media properly so that  

   information is not disclosed.  This includes 

   paper documents and CDs/DVDs.

 

ETHICAL USE OF COMPUTERS

Good computer practices start with under-

standing and following standards for acceptable 

conduct.  You are responsible for any activity that 

occurs in your computer account!

*   Limit personal use of County computers 

    so as not to impact County business or conflict

    with your job.

*  Do not use County computers to conduct 

    business for your own personal profit.

*  County computers may not be used to 

    create, send, or forward harassing or de-

    meaning material to anyone.

*  County computers may not be used to 

    access information you are not authorized 

    to view.

*  Do not install/copy software in violation of 

   licensing agreements.

INTERNET USE
 

 

                         Anything you do on the Internet must

                         withstand public scrutiny.  Internet

                         access may NOT be used for 

                         any of the following purposes:

*   Any purpose which violates U.S., State, local laws

    or County policies  and their implementing 

    regulations.

*  Accessing, creating, transmitting, printing,

   downloading or soliciting material that may

   be considered harassing or demeaning

   toward any group or individual.

*  Participating in on-line gaming or gambling.

*  Any illegal matter (including child pornography) or

   sexually explicit images deemed by community

   standards to be obscene.

See the Information Security Program Acceptable Use

Policy for more detail.

PASSWORDS

The County requires every user to have a valid 

user ID and password.  Passwords are a critical 

security measure in preventing unauthorized 

access to County computing assets.

*  Passwords should be at least six characters  

   long, and contain one numeric, one upper and 

   one lower case character.

*  Avoid using your name or birthdate, or other

   personal information or words that can be found in

   a standard dictionary, as your password.

*  Never write down or share your password.

*  Consider a pass-phrase, essentially a password

   made up of the first letter of each word in a

   song title or expression, adding numerics.

See the Information Security Program Password

and Authentication Policy for more detail.

E-MAIL

 E-mail is perhaps one of the most important tools

 that you use in your job.  There are some special

 rules that apply when using your County provided

 E-mail:

*  Remember that E-mail is NOT private.

*  If you receive E-mail that seems unusual, contact 

   your manager or IT Service Desk (x2800.)

*  Use caution when opening E-mail attachments,

    since this is how many computer viruses are

    spread.

*  Do not knowingly delete messages identified as  

   related to legal matters or matters that are in 

   litigation.
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HUMAN RESOURCES MISSION STATEMENT 
 

We attract, select, develop, and retain a talented and diverse workforce through strategic collaboration. We provide 
high quality and cost-effective programs to cultivate a healthy, safe and productive work environment to maximize 

individual and organizational potential. 
 

2012 SAN LUIS OBISPO COUNTY EMPLOYEE CALENDAR 2013 
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EMPLOYEE UNIVERSITY 

 

 

y 

Your Employee University is pleased to announce its 
NEW & IMPROVED EU INTRANET SITE!!NEW & IMPROVED EU INTRANET SITE!!  

Click here to access links to new, helpful resources! 

http://myslo.intra/EU.htm 
 

University of Laverne – Start on your path to a Bachelor’s or Master’s 

degree today! Employees receive tuition discounts! Use the County’s Tuition 

Reimbursement Program to help cover costs. Information sessions re: Laverne 

degree programs and financial aid options coming soon…. 

Black Gold Library Link – Check out audio-books and e-books re: career-

building, personal development, teamwork and 1000s of other job-related 

topics. Manage your library account and more! 

Employee Assistance Program Classes – Attend these life-improving 

classes to assist with stress reduction, work-life balance, managing your 

finances and more! 

Other Cool Stuff – “Stress Buster” Relax and reduce your stress by 

being still and focusing on your breath. Take time away from your desk just for 

you! 

FEATURED EU LIBRARY RESOURCE: 
“THE  POWER OF PERSONAL ACCOUNTABILITY:  

ACHIEVING WHAT MATTERS TO YOU” (ITEM P 251) 

http://myslo.intra/EU.htm












Mission Statement

The County Office of Emergency Services is 
committed to serving the public before, during and 

after times of emergency by promoting effective 
coordination between agencies, and 

encouraging preparedness of the public and 
organizations involved in emergency response.

San Luis Obispo County
Office of Emergency Services

(OES)

Emergency Management
in

San Luis Obispo County

 What threats do we face?

 How does the system work?

What might happen?

 Earthquakes

 Tsunami

 Wildland or Urban 
Fires

 Hazardous Materials

 Dam Failure

 Flooding, Winter 
Storms

 Nuclear Power Plant

 And more……

SLO County 
Operational Area

 All local governments within the 
geographical boundary of the county:

 County Government

 Seven Cities

 Special districts

 School districts (coordinated through 

the County Office of Education)

An “Operational Area” consists of:



Emergency Response Plans

 Earthquakes

 Dam failure

 Tsunami

 Fire Response (Wildland)

 Nuclear Power Plant 

 Hazardous Materials 

 Mutual aid...and much more

Why do I need to know this?

 By State law, all CA public agency 
employees are “Disaster Service Workers”

 San Luis Obispo County Codes states “All 
officers and employees of this county …. 
Shall constitute the emergency 
organization of this county”

(County Code 2.80.110)

DISASTER SERVICES WORKER

 What does that mean?

 YOU are a Valuable Resource!

 What Assignments will I be Given?
 Role may be defined, or it may not Public Works & 

Transportation

Schools and 
Transportation

Behavioral Health

PUBLIC HEALTH

CITIES

American Red 
Cross

Co Dept Social 
Services

CA OES

Now the “How it Works” part ….
Op Area EOC Coordination

County
EOC

CHP

IT  &

General Services

EMERGENCY OPERATIONS

 STANDARD EMERGENCY MANAGEMENT 
SYSTEMS (SEMS)
 Common Communication and Management system 

during a disaster

 NATIONAL INCIDENT MANAGEMENT 
SYSTEM (NIMS)
 Provides a Template for the Management of an 

Incident

 INCIDENT COMMAND SYSTEM (ICS)
 Systematic Tool used for the Command, Control & 

Coordination of the Emergency Response

Have a Family Emergency Plan



Where to find additional information….

www.ready.gov

www.facebook.com/SLOCountyOES

www.slocountyoes.com

Community Emergency Response Team:      

CERT: http://www.slocity.org/fire/cert.asp

805-781-7399

Family Plan:       http://www.72hours.org

Information:      http://www.calema.ca.gov/

SLO County OES: 805-781-5011

www.slocountyoes.com





























































County of San Luis Obispo
Organizational Values

Vision Statement & Communitywide Results

The County’s elected 
representatives and 

employees are committed 
to serve the community 

with pride to enhance the 
economic, environmental 
and social quality of life in 

San Luis Obispo County

A Safe Community

A Healthy Community

A Livable Community

A Prosperous 
Community

A Well-Governed 
Community

Integrity

Collaboration

Professionalism

Accountability

Responsiveness

MISSION

The County’s elected 
representatives and 

employees are committed 
to serve the community 

with pride to enhance the 
economic, environmental 
and social quality of life in 

San Luis Obispo County





Quick Reference Guide 

SLO Course Registration System  e Card  3/16/2009 Quick Referenc

 
 

Note 

Note 

1. Go to Course Registration System 

1. Open Internet Explorer. 

2. Type CRS in the Address field. 

3. Press the Enter key on your keyboard. 

 
Log in for the First Time 

Your username and password are the same 
that you use to log on to your computer for 
the first time each day. 

 

 
1. Click My Account at the top of the window.  

2. Type your username in the Username field. 

3. Type your Windows password in the 
Password field. 

4. Click   

5. The first time you log on, you will need to 
complete your profile. Additional information, 
such as department, supervisor, email 
address and your phone number are 
required. 

6. When finished with your profile, click Submit.  

7. You will see a summary screen, click on ‘click 
here’ to sign up for a class.  
 

 

2. Register for a Course 

1. Click the categories at the bottom of the 
Home Page to view the courses available by 
topic.  Some topics will have sub-categories 
that you can select from. 

2. Once you see a course listing, click the 

 button next to the course you 
would like to attend. The system will add it to 
your request list on the left side of the screen. 

3. When you are through selecting courses, click 

the  button on the left side. You 
will see a list of the courses and times that 
you have selected. 

4. Click  to finalize your registration. 
The system will display your course 
confirmation and a copy will be sent to you in 
Lotus Notes. 

5. Review your Lotus Notes email. It will contain 
an attachment that creates a Lotus Notes 
Calendar Event and may have attachments 
and instructions for course prework. 
 

You must complete ALL steps above to 
register for a course. 

3. Add the Course to your Lotus Notes 
Calendar 

1. Open the confirmation email in Lotus Notes. 

2. Double-click the attachment ending with .ics. 

3. Click the Open button on the Attachment 
window. 

4. Click the Import All button. You will receive an 
appointment invite for the course.  Accept the 
invite and the course will be added to your 
Lotus Notes calendar. 

 
Cancel a Course Registration 

You may cancel course registration up to 
14 days in advance of your course. 

If you need to cancel after 14 days call 
x2800. 

1. Click the Cancel Course Registration Link 
above your course list. A list of courses that 
you may cancel appears. 

2. Click the radio button to select the course you 
would like to cancel. 

3. Click the Cancel button. The system confirms 
your cancellation and sends a cancellation 
email to your Lotus Notes inbox. 

4. Delete the calendar event from your Lotus 
Notes Calendar. 

Email Tech_Support or call x2800 if you 
need assistance. 
 
FOR EU CLASSES ONLY: If you 
need to cancel your registration, 

please do so two weeks prior to the class 
date to avoid the $50.00 cancellation fee. 

Click here to 
select a 
course
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