DSS EMAIL ENCRYPTION

JUNE 7, 2016

SENDER: COMPOSE & SEND AN ENCRYPTED EMAIL

#Encrypted Email - Message (HTML) =
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Subject |#Encryut=d this efmail ‘

This is to test an encrypted outgeing emails

@® RECEIVER DOWNLOAD ENCRYPTED MESSAGE

#This is my subject line Inbox  x
Ed Clerkin eclerkin@co.slo_ca us via 0365gcoslo. onmicrosoft. com
to me [~

You've received an encrypted message from eclerkin@co.slo.ca.us
To view your message

Save and open the attachment (message.html), and follow the instructions.
Sign in using the following email address: ed.clerkin@gmail.com

confidential information. If you have received this email

a Message encryption by Microsoft Office 365

B message.html

Downloads folder.

his email message and its attachments are for the sole use of the intended recipient or recipients and may
n error, please notify the sender and delete this message.

contain

+ Hover mouse over the down arrow icon then click
Download @ "Download" to download message. html to your

This is your access to open the
encrypted email - single click on it

&) messagehtnl ’ @

1. Compose a new email with an outgoing email
address.

2. Type # as the first character in the subject line.
3. Create content/attachments.
4. Click Send button.

NOTE: An outgoing email address is defined as any
email address that does not end with @co.slo.ca.us.

1. Receiver inbox will show “You have received an
encrypted message from whomev-
er@co.slo.ca.us”. Open this email.

Email will include message.html attachment.

Hover mouse over the down arrow icon shown at
the bottom of attachment.

4. Click Download to download message.html file to
workstation Download folder.

5. Click on message.html to open Encrypted Mes-
sage page.

[SEE EXAMPLES ON YOUR LEFT]

¥ Show ol downloads.,

@ RECEIVER SIGN-IN / USE ONE-TIME PASSCODE TO OPEN AN ENCRYPTED EMAIL
I

Encrypted message

We sent a passcode to ed.clerkin@gmail.com

Please check your email, enter the passcode that corresponds with the

reference code, and click continue. The passcode will expire in 15 minutes.

Reference code: 5830

Passcode ||

[ This is a private computer. Keep me signed in for 12 hours

G continue

Didn't receive the passcode? Click here to get another one,

You have 2 Encrypted Message Open Options:

A) Sign In: This option is for frequent recipients of en-
crypted emails and REQUIRES an existing Microsoft
Account. If you don’t have a Microsoft Account, you
can create a new account in the Sign in page. Click
Sign in to sign in to your Microsoft Account and then
to read the email.

B) Use a one-time passcode: This option is for the
occasional recipient of encrypted emails and does not
require a Microsoft Account.

e Click Use a one-time Passcode and it will send an
email to the “To” email recipient shown in the en-
crypted message.

e Copy/Paste Passcode from the recipient email
into Passcode field and then click Continue to
read email. 1



DSS EMAIL ENCRYPTION

JUNE 7, 2016

SENDER: REPLY TO AN ENCRYPTED MESSAGE 1. Click the arrow to the right of “Reply All” and se-
lect appropriate response.

Encrypled Message edcderkin@gmai.com

2. A new encrypted message will pop up as a reply
to the originating sender.

#This is an encrypted email

ﬁ Ed Clerkin <eclerkin@co slo.ca.us> 9 Replyall |v

This 1510 test the "Rephy” feature on an encrypted email,

3. Enter content below the list of toolbar options. You
can also include attachments.

g 4. When finished, click Send.

[805) 781-1910

This e-mail, and any files transmitted with it, are intended only for the person or entity to which it is addressed and may contain confidential, [S E E E XA M P L E S O N YO U R L E FT]

nafor privileged matenal Any review, re-Iransmission, dissemination of Other use of, of taking of any action in reliance upon this

by persons or entities other than the intended recipeent, i prohibited. If you recesved this in emor, please contact the sender and
delete the matenial frofm any computer

[PE—— .o 2|

Ssend B Anxch 8§ Discard oo

To F"% Ed Clerkin <eclerkin@coslacaus> X r

| ctcledinggmateom x

his is an encrypted email

W@®|3 1 U AA N AE SRV
ez, | received this encrypted email - now validating the return message.

Ed

From: 4 Clerkin <eclerkin@ca.3lo.ca.us>
Sent: Tuesday, June 7, 2016 £:01:25 AM
To: ed clern@gmail.com

Subject: #This i5 an encrypted email

This is to test the “Reply” feture on an encrypted email

Ed Clerkin, PP
5¢. Softvare Engineer

¥ Help Desk Manager
Department of Social Services
5an Luis Obispo County

(805) 7811910

This e-mail, and any Hles transmitted with &, are intended only for the person or entity 1o which it is addressed and may contain confidential,
protected, and/or privileged material. Any review, re-transmission, dissemination or other use of, or taking of any action in relance upon this
Infarmation by persans or entities other than the intended recipient, is prohibited. If you received thisin error, please contact the sender and
delete the material from any computer.

RECEIVER DOWNLOAD MESSAGE.HTML

1. Double-click on message.html and download to
your Downloads folder on your workstation.

2. Opening Mail Attachment window appears.

e R L S e S T 3. Click Open button to open the Encrypted Message
B page.

4. Follow the same instructions shown on Page 1
under this title:

RECEIVER SIGN-IN / USE ONE-TIME PASSCODE TO
& s ; OPEN AN ENCRYPTED EMAIL

("Opening Mail Attachment =) [SEE EXAMPLES ON YOUR LEFT]

p

h You should only open attachments from a trustworthy source.
b * 4

Attachment: message.html from Re: #This is an encrypted
email - Message [HTML)

‘Would you like to open the file or save it to your computer?

Alyays ask before opening this type of file




