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Email Do’s and Don’ts

Overview

Email has become one of the primary ways we Guest Editor

communicate in our personal and professional lives. Dr. Eric Cole (@drericcole) is actively involved with

However, we can often be our own worst enemy when SANS and the SANS Technology Institute (STI), working
with students, teaching and maintaining and developing

using it. In this newsletter, we will explain the most courseware. He is also a SANS faculty fellow, course

common mistakes people make and how you can avoid author and an executive leader in the industry, where he

provides cutting-edge cyber security consulting.

them in your day-to-day lives.

Autocomplete

Autocomplete is a common feature that is found in most email clients. As you type the name of the person you want to
email, your email software automatically selects their email address for you. This way, you do not have to remember
the email addresses of all your contacts, just the recipient’'s name. The problem with autocomplete comes when you
have contacts that share similar names. It is very easy for autocomplete to select the wrong email address for you.
For example, you may intend to send an email with all of your organization’s financial information to “Fred Smith,”
your coworker in accounting. Instead, autocomplete selects “Fred Johnson,” your neighbor. As a result, you end up
sending sensitive information to unauthorized people. To protect yourself against this, always double check the name

and the email address before you hit send.

CC/BCC

Most email clients have two options besides the “To” field: Cc and Bcc. “Cc” stands for “Carbon copy,” which means
you want to keep people copied and informed. “Bcc” means “Blind carbon copy.” Itis similar to Cc, but no one can see
the people you have Bcc’ed. Both of these options can get you into trouble. When someone sends you an email and
has Cc’ed people on it, you have to decide if you want to reply to just the sender or reply to everyone that was included

on the Cc. If your reply is sensitive, you may want to reply only to the sender. If that is the case, be sure you do not
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use the “Reply All” option, which will include everyone.
A Bcc presents a different problem.. When sending a
sensitive email, you may want to copy someone privately
using Bcc, such as your boss. However, if your boss
responds using “Reply All,” all of the recipients will know

that your boss was secretly Bee’d on your original email.

Distribution lists

Distribution lists are a collection of email addresses

represented by a single email address, sometimes

Email does not have an ‘undo’ button.

called a mail list or a group name. For example, you may
Whenever you send an email, slow down for

a moment and double check what you are

sending and to whom before hitting the
the message gets sent to everyone in the group, which send button.

have a distribution list with the email address group@

example.com. When you send an email to that address,

could be hundreds or thousands of people. Be very
careful what you send to a distribution list, since so many
people may receive that message. In addition, be very careful when replying to someone’s email on a distribution
list. You may only intend to reply to the individual sender, but if you hit “Reply All,” you will have included the entire
distribution list. This means that hundreds (if not thousands) of people will be able to read your private email. Another
problem with autocomplete is that it could select a distribution list instead of a single recipient. Your intent may be
to email only a single person, such as your coworker Carl at carl@example.com, but autocomplete might accidently

send it to a distribution list you subscribed to about cars.

Emotion

Never send an email when you are emotionally charged. An email written in an emotional state could cause you
harm in the future, perhaps even costing you a friendship or a job. Instead, take a moment and calmly organize your
thoughts. If you have to vent your frustration, open your email client, make sure it is not addressed to anyone and
type exactly what you feel like saying. When you are done, get up and walk away from your computer, perhaps make

yourself a cup of tea. When you come back, delete the email and start over again. Even better, pick up the phone

and talk to the person, as it can be difficult to determine tone and intent with just an email.
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Privacy

Finally, remember that traditional email has few privacy protections. Anyone who gains access to Your email can read

your messages. In addition, unlike a phone call or personal conversation, you no longer have control over an email
once you send it. Your email can easily be forwarded to others, posted on public forums and may remain accessible
on the Internet forever. If you have something truly private to communicate, pick up the phone. It is also important to
remember that email can be used as legal evidence in many countries. Finally, if you are using your work computer
for sending email, keep in mind that your employer may have the right to monitor and read your email. If you use
your work computer to access your personal email account, this could include your personal email. Check with your

supervisor if you have questions about email privacy at work.

SANS Security Awareness Summit - 10 Sep, Dallas TX

Attend the SANS Security Awareness Summit & Training premier event in Dallas on September 10th, 2014. It is the
only event that combines hands-on classroom training with discussions amongst the most innovative minds in the
Security Awareness industry. Choose from 5 training classes and add on the one-day action-packed Summit that will
help you build your next generation security awareness program. Register and learn more:

http://www.sans.org/event/security-awareness-summit-and-training-2014

Resources

OUCH! Email Phishing Attacks: http://www.securingthehuman.org/ouch/2013#february2013
OUCH! Spear Phishing: http://www.securingthehuman.org/ouch/2013#july2013
Common Security Terms:: http://www.securingthehuman.org/resources/security-terms
License

OUCH! is published by SANS Securing The Human and is distributed under the Creative Commons BY-NC-ND 3.0 license.
You are free to share or distribute this newsletter as long as you do not sell or modify the newsletter. For past editions or translated

versions, visit Www.securingthehuman.org/ouch. Editorial Board: Bill Wyman, Walt Scrivens, Phil Hoffman, Bob Rudis
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